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XOR and AND logical operations in Boolean algebra can be
illustrated by dartboard game.
Single Boolean variable can be represented by the set of 2
values {0,1} or {Yes,No} or {True,False}.
Let U is some universal set containing all other sets (we do not
takke into account paradoxes related with U now).
Let A be a set in U. Then with the set A in U can be associated
a Boolean variable ba=1 if area A is hit by missile

ba=0 otherwise.

For this single variable ba the negation (inverse) operation " is defined:

b4 =0 if ba=1,

b4 =1 if b4=0.

Bollean operations are named also as Boolean functions.

Since negation operation/function is performed with the singe variable it is called a unary operation.

There are 16 Boolean functions defined for 2 variables and called binary functions.
Two of them XOR and AND are illustrated below.

L(
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. . Venn diagram of A&B operation.
Venn diagram of A®B operation. g P
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>> mb = maod (-b, p)

>> mod (b+ mby n)

0

let n=p=4a1 . Lp =404, 25 -5 P~ 17}

The, L= 40,12, 3 -y 40} Finod !t | =prod 1 ¥mad 1§ Joad

>>p=11

>>35=5 A1 = {22412+ 42"+ 1-2°= 75 = 21
a= q"T—_T*—‘A

>> b=9 \‘

b=9

>> aadb=a+b

aadb =14

>> aadbp=mod(a+b,p) A 28
aadbp = 3 >>n=2"28-1 2 -/
>>amubp=mod(a*b,p) - 2'-6%12258 1)

>>a=23 n =268 435 455

a=23

>> b=16

€
Lo =44,2,3, -, pA1]
Let we have any set G (not necessary finite) consisting of the elements of any nature, i.e. G={a, b, c, ..., z,
oo}
1. Definition. A set G is an algebraic group if it is equipped with a binary operation e that satisfies
four axioms:
Operation e is closed in the set; for all a, b, there exists unique c in G such that aeb=c.
. Operation e is associative; for all a, b, ¢ in G: (aeb)ec=ae(bec).
. Group G has an neutral element abstractly we denote by e such that aee=ecea.= 7.
. Any element a in G has its inverse a! with respect to e operation such that aea'= a-lea=e when e is neutral el.

For curiosity, can be said that group axioms seems very simple but groups and their mappings describes a
very deep and fundamental phenomena in physics and other sciences. Among these mappings a special
importance have mappings preserving operations from one group to another called isomorphisms, or
homomorphisms and morphisms in general. Isomorphisms have a great importance in cryptography to realize
a secure confidential cloud computing. It is named as computation with encrypted data. The systems having
a homomorphic property are named as homomaorphic cryptographic systems. They are under the development
and are very useful in creation of secure e-voting systems, confidential transactions in blockchain and etc. We
do not present there the construction of these systems and postpone it to the further issues of BOCTII, say in
BOCTII.2. There we present one very important isomorphism example later when consider so called discrete
exponent function (DEF).

T1. Theorem. If P is prowe , 1hes &’:r{//, 2,3, 0.y p-1y Where gpetation

~ e
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https://en.wikipedia.org/wiki/Set_(mathematics)
https://en.wikipedia.org/wiki/Binary_operation

i5 mulliplicalion wiod poic a mdlipbative geoup.
Cxample : p=41 = Ay =472,3, ..,,10F

Multiplication Tab. _ .

e 206 =1 mod 11 =1 )
* 1 2 3) 4 5 6)7 8 910 A2 |21
1 )2 3 4 5 6 7 8 910 A1 1
2)2 4 6 810 13 5 7 9 1
3 3 6 9 (1)4 710 2 5 8
4) 4 8 @@ 9 2 610 3 7 %3 maddl :12”"”"{//{:1%
5 510 4 9 3 8 2 7 @ 6 UL, ;@/4) =4
6 6 1 7 2 8 3 9 4 10 5 W
7 7 310 6 2 9 5 1 8 4 Ut=3 ud
8 8 5 210 7 4 1 9 6 3
9 9 7 5 3 110 8 6 4 2 5-8=45Smadi=41
10100 9 8 7 6 5 4 3 2 1 5 909 017

2 b =

Discyedz Exporient Eonetiom DEF ¢
X _
DPEF,,(X) = 4 mod p = Q.

. o e L =422 ., vk
A0 1 2 3 4 5 6 7 8 910 -:40/1,2,3,%?,6,?,&9’}
11 1 1 1 1 1 1 1 1 1 1 IDEF.'JIO s 857,;
2 1 2 4 8 510 9 7 3 6 1 *
s 1 3 6 5 241 3 0 5 a1 DERLN)=2vodtt=0ed,
4 1 4 5 9 3 4 5 9 3 1 T o3y
5 1 5 3 4 9 5 3 4 9 1 0
6 1 6 3 7 910 5 8 4 2 1 W 2
7 1 7 5 2 310 4 6 9 8 1 § ’ 5
8 1 8 9 6 410 3 2 5 7 1 4 5
9 1 9 4 3 5 1 9 4 3 5 1 f ft
10 110 110 1 10 1 10 1 10 1 ¥ g
& 9
R
A0
Till this place

o (J,,) = =4 .
ard (L) = | Lol =10 | (00) = cord (22
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tord (L, ) = [ dul = 70 ] '

It is /orWW/ that
i p is prime ther thate exists such vgmbers g that
DEF, (%) provides 4= to-s or bijective manpping.

Power Tab.
Z*
A0 1 2 3 4 6 7 8 910 7hy oot of mbete that
1 1 1 1 1 1 1 1 1 1 1 :
At hzadi Zhe
2)1 2 4 8 510 9 7 3 6 1 c g g o -
3 1 3 9 5 4 3 9 5 4 1 yumwbets w he sel UTM
4 1 4 5 9 3 40509 3 1 gl g o of
5 1 5 3 4 9 5 3 4 9 1 2
6)1 6 3 7 910 5 8 4 2 1 Zenermtet /47’{275/?/00}
71 7 52 310 46981 .0 r*
n 0/9
)1 8 9 6 410 3 2 5 7 1 A P
9 1 9 4 3 5 1 9 4 3 5 1
10 110 110 110 1 10 1 10 1

[t G be o /z‘hﬁﬁ grﬂuf with ard (é):{&[.:/(/‘

Eﬂ, The @Wwfg v o genoza?or 27[ ?07 250,42,/\/—17
3,5}4/%725 2l N elemesits @éé,

Def. 2. The group G which con be gewffﬂ/ér/géhéfﬂjbf
G 5 A cyllic grovp end s depwlad Sy <g> =G

Cyclic Group: Zy* = {1, 2, 3, ..., p-1}; ®mod p, mod p- I,é p= 41 )7%51/7
Let p is prime. _ _
Then p is strong prime if p=2g+1 where q = (p-1)/2 is prime as well. Q/ = (11- i>/2 =J
Then g in Zp* is a generator of Zp* if and only if ’
(iff) g% 1 mod p and g% 1 mod p. P14 are prunes

For example, let p is strong prime and p=11, then one of the generators is g=2.
Verification method: g2# 1 mod p and g% 1 mod p.

The main function used in cryptography is Discrete Exponent Function - DEF:
DEFy(x) = g*mod p = a.

T2. Fermat (little)Theorem. If p is prime, then [Sakalauskas, at al.] z € Q;*

—P-1 —° _ //.,.,../,n/n
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T2. Fermat (little)Theorem. If p is prime, then [Sakalauskas, at al.] z € Q;*

2= 7% = A p

p-1 — od (—1)
2Ph=1modp e p Sy

p-4 =0 //MM/P

How to find inverse element to z mod n?
>>mulinv(z,n) |

Inverse elements in the Group of integers <Z,", ® mod p> can be found using either
Extended Euclidean algorithm or Fermat theorem, or ...

Let we have zin Z,", then to find zX mod p it can be done by Octave:
>>z_ml=mulinv(z,p)

_ _t _
ZéoT;,' ‘o 9/2140/ Zis/m&% Thaot =z.2z — ZLX'Z:_’l rm@ﬁ//b

-1 -L

z" =4 Mza;/[_)/wz'i:? P 2 W//‘ﬂ&//’ﬁ)

ﬁﬂzr//fmns i 4)</WWZZ,
%

a o /449?//3 aﬂ(é)m [P’l) p/[g A(/ﬁkg/zwf 20 Ferma? 14,
((Q ) w1 ol p = GWQ)MW{O)“D @/P We hale !

= 4 wvol p

= " neyizé 0=
oy W’W[F}ﬁ 0= p-d oxpo 7% p-L mad (p 1)

s mod (P- i)
Led we peed o Wwﬂbyﬂ? V/t%éS Lo ! 9 /Y)t9(2)7D

where S i n ex/vaﬁénf f%@f‘ﬁ/fﬂf g P

When s:([+x‘k)mm/(p—1)) r:gémﬂm’P.
© =(rys)

mod (P-4 h wip /
95 mod p = ?{HX ) d(ijde =g v@r)()h: v.a” madP.

Till this place
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>> 0=

>>mod_exp(2,3,7)
ans=1

26’

nn~ 2 1

>> pi

ans =3.1416

>> xrange=16*pi
xrange = 50.265

>> step=xrange/128
step = 0.3927

>> x=0:step:xrange;
>> y=sin(x);

>> comet(x,y)

>>p=127

p =127

>>g=23

g=23

>> x=0:p-1;
>>a=mod_expv(g,x,p)
>> comet(x,a)

OWF

Diarete e)c /yﬁm//ﬂf ﬁ/MéZLlﬂM

O ? mm/ P
mad- exp (5%, P)

05 ff |

05

@XVVW&/P =0
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